
 

The intent of Mobile Access (MA) Capability Package (CP) Version 0.8 is to solicit stakeholder comments.  This feedback 
will be reviewed and incorporated, where appropriate, in Version 1.0 of the MA CP.  Specifically, NSA/IAD requests 
customer, vendor, and integrator feedback on the following questions:  
 
Continuity of Operations Planning (COOP) 

1A. How many Solution Infrastructure sites do you plan to deploy for an MA Solution?  
1B. How will Solution Infrastructure Sites be interconnected (e.g. Type 1, VPN CP Registration)?  
1C. How will End User Devices (EUDs) connect to the correct Solution Infrastructure Site?  

Logical location of Solution Infrastructure Inner Encryption Components 
2A. What is the preferred location of Inner Encryption Endpoints? 

 Located between the Gray Firewall and Inner Firewall OR  

 Within the existing Enterprise/Red Network  OR 

 Standalone Enclave located between the Inner Firewall and the Enterprise/Red Network 
2B. How does the organization plan to perform continuous monitoring within the Enterprise/Red Network for MA CP 

EUDs? 
2C. What Enterprise/Red Services are required to meet the mission needs of Remote EUDs? 

Enterprise Public Key Infrastructure (PKI)  
3A. Does the organization plan to leverage existing Enterprise PKI capabilities for the MA Solution?   
3B. Do existing PKI Certificate Authorities (CAs) support the MA CP Key Management requirements (see Section 13)?    
3C. Does the organization plan to utilize two subordinate CAs under the same Root CA to serve as the MA Solution 

Outer and Inner CAs?  
Preferred End User Device (EUD) Solution Design  

4A.  Does the organization plan to implement VPN EUDs, TLS EUDs, or both?  
4B. Would users be willing to tether a computing device to one or more components (see Appendix D)?  

 

 


